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CONTEXT OF POST-QUANTUM CRYPTOGRAPHY (PQC)

e Quantum computers threaten current cryptographic protocols — PQC aims at ensuring long-term security

e NIST: standardization of PQC algorithms

e ML-DSA: draft from VERSION 3.1 of Dilithium 100 | g
e Implementations on embedded platforms: 0 I

> Secured against Side Channel/Fault Attacks (SCA/FA) =50 2 000| I

> Efficient regarding storage/speed
How to implement PQC securely? U TRSA  Dilithium2 Dilithium3 Dilithiums ""EdDSA  RSA  Dilithium2 Dilithium3 Dilithiumb

RAM (

(pk + sig) size (bytes)

e PhD. Objectives: (Study PQC) (Develop Embedded Implem.) (Identify New SCA/FA

DILITHIUM ALGORITHM DESCRIPTION

KeyGen: Sign(M, sk): Verity(pk, M, o):
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pk = (A, t1), sk = (A, s1, s2, to, pk) o= (c, z, h)

OPTIMIZATIONS EXPLOITING INTERMEDIATE VALUE LEAKAGE

e Too much RAM for embedded systems | | e First exploitation of a 0 value leakage on wy e Confirms the need to protect wy

e Recover (partial) secret key and then forge e Practical demonstration through
signatures Template Attack

How to reduce RAM usage without

impacting performances?
(fit all versions under 30 kB)

e Proprietary implementation
e Conform to standard Dilithium

Learning phase
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Dilithium2  Dilithium3  Dilithium5 Error managment
(Majority Vote)
e No change in modulus, no change In w
multiplication method, no code added Matching phase
e Performances equivalent to standard min. 1 trace per msg ol
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e Technigue can be applied to Verity

e Simple known countermeasure to protect wy (shuffling, masking)

FAULT ATTACKS SENSITIVITY OF DILITHIUM VERIFY

e Sensitivity analysis of OpenSource Dilithium Verify implementation (PQClean) Countermeasures
_ e Evaluate possible countermeasures
Are public parameters vulnerable to FA? for Dilithium/Kyber
e 4 Fault Models considered: Skipping, Test-inversion, Zeroizing, Randomization Attacks
@ Scenario 3 Subtraction e Potential SCA/FA on Lattice-Based
Scenario 2: Shift by d Az 6 C t12 2 other scenarios in the paper Crypto and NIST round 4 candidates

Optimizations
e Main Observation: ct;2¢ shouldn’t be allowed to be small in practice e Novel approaches in arithmetic to

e Set of Countermeasures introduced with potentially small overhead &=’ implement Dilithium and Kyber
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